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1. YctaHoBka 1O CayH4 Ha cepsep

1.1 YctaHoBka O ans pabotbl cepepa (OTKPbITbIN KOHTYP)

1.1.1 YctaHoBka NO ¢ Hocutensa

Ona yctaHoBku o Heobxoanmo BbINOAHWUTL NOOYEpPEeaHO KOMaHAbl, NGO 3anyCTUTb CKpUNT
pre_install_local.sh komangon bash ./pre_install_local.sh ¢ npaBamu cynepnonb3oBarens
KomaHapbl Ans ycTtaHOBKM

[na Havyana Heobxoanmo ckonMpoBRaTh nanky support B nanky /home/support

sudo apt update

YcTtaHoBKa nginx

sudo dpkg -i /home/support/nginx.deb

sudo systemctl enable nginx

sudo service nginx status

sudo systemctl is-enabled nginx

ufw allow 'Nginx Full'

ufw allow ssh

ufw enable

YctaHoBKa nodejs

sudo dpkg -i /home/support/nodejs.deb

YcTaHOBKa MeHeaepa npoueccoB pm2

sudo bash /home/support/pm2.sh

MepeHoc MNO

Konunpyem ¢ HocuTens, To HeobxoaAMmMo NnepeHecTun nanky /etc/nginx u nanky /var/www c
3aMeHown hannos, Tak Xe ecnu NpucyTByeT nanka /etc/ssl eé€ Tak xxe HeobxogumMo
nepeHecTu

[anee BbINONMHUTL KOMaHAbI

In -s /etc/nginx/sites-available/service /etc/nginx/sites-enabled/service

service nginx reload

YctaHoBka mongodb

sudo dpkg -i /home/support/mongodb.deb
sudo systemctl enable --now mongod
service mongod status

Ecnu nanku /etc/ssl To Heobxogmmo co3aaThb ssl Ansa nogknoveHus K 6ase

leHepauuns ssl

openssl genrsa -out /tmp/mongoCA.key 4096

openssl req -x509 -new -days 10000 -key /tmp/mongoCA .key -subj
'/C=RU/ST=Moscow/L=Moscow/O=${Ha3BaHue opraHusauuu
kupunnuuen}/OU=Personal/emailAddress=${email agpec}CN=${ip agpecc MalnHbI Ha
KOTOpPOW pacnosoraercs 6asa gaHHbIx} -out /tmp/mongoCA.crt

cat /tmp/mongoCA key /tmp/mongoCA.crt > /etc/ssl/mongoCA.pem

rm /tmp/mongoCA key /tmp/mongoCA.crt



openssl genrsa -out /tmp/server.key 4096

openssl req -new -key /tmp/server.key -subj '/C=RU/ST=Moscow/L=Moscow/O=${Ha3zBaHue
opraHusauuu knpunnuuen}/OU=Personal/emailAddress=${email agpec}/CN=${ip
agpecc MalwuHbI HA KOTOPOM pacnonoraeTcsa 6a3a AaHHbIX} -out /tmp/server.csr
openssl x509 -req -in /tmp/server.csr -CA /etc/ssl/mongoCA.pem -CAcreateserial -out
ltmp/server.crt -days 10000

cat /tmp/server.key /tmp/server.crt > /etc/ssl/server.pem

rm /tmp/server.key /tmp/server.crt /tmp/server.csr

openssl genrsa -out /tmp/client.key 4096

openssl req -new -key /tmp/client.key -subj '/C=RU/ST=Moscow/L=Moscow/O=${Ha3zBaHue
opraHusauum kupunnuuen}/OU=Personal/emailAddress=${email agpec}/CN=${ip
agpecc MalMHbI HA KOTOPOW pacnonoraeTcs 6as3a gaHHbIx} -out /tmp/client.csr
openssl x509 -req -in /tmp/client.csr -CA /etc/ssl/mongoCA.pem -CAcreateserial -out
/tmp/client.crt -days 10000

cat /tmp/client.key /tmp/client.crt > /etc/ssl/client.pem

rm /tmp/client.key /tmp/client.crt /tmp/client.csr

CospnaHue nonb3oBartens B b1

mongosh

use admin

db.createUser({ user: "saunch" , pwd: "33r8CM75KVTB5Uy38CdE2wJ1zNt", roles: ["read",
"readWrite", "dbAdmin", "userAdmin", "clusterAdmin", "readAnyDatabase",
"readWriteAnyDatabase", "userAdminAnyDatabase", "dbAdminAnyDatabase"]})

O6HoBneHve koHpurpyaumm mongoDB
nano /etc/mongod.conf
Heobxogmmo 3amMmeHunTb
net:
port: 27017
bindlp: 127.0.0.1,%{ip anpec mawuHbI}
tls:
mode: requireTLS
certificateKeyFile: /etc/ssl/server.pem
CAFile: /etc/ssl/mongoCA.pem
clusterFile: /etc/ssl/mongoCA.pem
allowlnvalidCertificates: true
allowlnvalidHostnames: true
security:
authorization: enabled
clusterAuthMode: x509
clusterlpSourceAllowlist:
-127.0.0.1
[anee 3akpbiBaeM hainn ¢ cCoxpaHeEHNEM
service mongod restart
service mongod status

Mpn HeobxoaMMOCTU OTKpbIBaeM AOCTYN K 6a3e ANs BHELUHUX NOAKMYEHUI
ufw allow from ${ip agpec c kotoporo 6yaeTt noaknto4eHune} to any port 27017
YctaHasnmsaem gon MO



sudo dpkg -i /home/support/zip.deb

[anee Heobxogmmo HacTpouTb Bl n3 gamna BbigaHHoro paspabotyunkamm ACLIO CayHu
[ns sToro HeobxoanMo ckonmpoBaTtb dann gamna no nytn /home/mongodump/saunch/

W 3anyctntb komaHay

mongorestore --ss| --sslAllowInvalidCertificates --sslAllowInvalidHostnames --ssIPEMKeyFile
letc/ssl/server.pem --ssICAFile /etc/ssl/mongoCA.pem --authenticationDatabase admin -u
saunch -p 33r3CM75KVTB5Uy38CdE2wJ1zNt --drop --verbose --host="127.0.0.1"
--port=27017 -d saunch /home/mongodump/saunch/

3anyckaem BHYTPEHHWUI cepBep A8 OCTyna B aAMUH YacTb
cd /var/www/saunch_internal_server
pm2 start eco.config.js

[danee Heobxoanmo co3aatb cepTudmKaT OCTyna AN 3anycka cepBepoB

[lna aToro HeobxoaMMo nepenTu B Gpaysepe no ccbinke http://${ip agpec malmnHbI Ha
KOTOpOW pacnorioraeTcsl BHyTPEHHSAA agMUH YacTb}/

MNocne Bxoga Heobxogumo nepentu B pasgen Kondurypauum CayHy

BbibpaTb KOHUrypaLmio 1 B OTKPbIBLUEMCH OKHE

Cosgatb cepudmkaT OTKPbITbIN CEpPBEP

Cospatb cepTudukaT BHYTPEHHUI cepBep

MognucaTtb cepTdmKaT OTKPLITOrO cepBepa 3aKkpbiTbiM CEPBEPOM

[danee MOXHO 3aKkpblTb Web npunoxeHue n nepentn obpaTHO B TepMmnHan

[anee HeobxoQMMoO NepeHecTn co3gaHHble cepTudKarhbl

cp /var/'www/saunch_internal_server/ssl/ssl_servers/openServer/server_cert.pem
/var/www/saunch_open_server/ssl/

cp /var/www/saunch_internal_server/ssl/ssl_servers/openServer/server_key.pem
/var/www/saunch_open_server/ssl/

cp
/var/www/saunch_internal_server/ssl/ssl_servers/openServerSigninternalServer/open_sign_i
nternal_cert.pem /var/www/saunch_open_server/ssl/

cp
/var/www/saunch_internal_server/ssl/ssl_servers/openServerSigninternalServer/open_sign_i
nternal_key.pem /var/www/saunch_open_server/ssl/

YcTtaHOBKa cepBepa forupoBaHuA

sudo apt-get update -y

sudo dpkg -i /Thome/support/erlang.deb

sudo dpkg -i /home/support/rabbitmg-server.deb
sudo systemctl stop rabbitmqg-server

sudo systemctl start rabbitmg-server

sudo systemctl status rabbitmq-server

OISl BHELLIHETo JocTyna Heobxoaumo aobaBuTh ip agpec
ufw allow from ${ip agpec c koToporo 6yaet 3anpoc} to any port 15672

rabbitmqg-plugins list



rabbitmqctl list_vhosts
rabbitmqg-plugins enable rabbitmqg_management

rabbitmqctl add_user saunch Vicn6F 1SXv3ivKq39L7GnH
rabbitmqctl set_user_tags saunch administrator

rabbitmqctl delete_user guest

rabbitmqctl list_users

rabbitmqctl add_vhost saunch-logs

rabbitmqctl add_vhost saunch-analytics

rabbitmqctl list_vhosts

rabbitmqctl delete_vhost /

rabbitmqctl list_vhosts

sudo rabbitmqctl set_permissions -p saunch-logs saunch ".*" ".*" " *"
sudo rabbitmqctl set_permissions -p saunch-analytics saunch ".*" ".*" " *"
sudo rabbitmqctl list_permissions -p saunch-logs

sudo rabbitmqctl enable_feature_flag all

Aanee 3anyckaem Bce cepBepa
cd /var/www/saunch_open_server

pm2 start eco.config.js

cd /var/www/saunch_internal_server
pm2 start eco.config.js

cd /var/www/saunch_encryption_server
pm2 start eco.config.js

cd /var/www/saunch_logging_server
pm2 start eco.config.js

AN COXpaHeHUs HAcCTPOeK Npu nepesarpyske BbINOMHUM 3TUM KOMaHAb!
pm2 save
pm2 startup

1.1.2 YctaHoBka O ecnu cepBep MMeeT AOCTYN B UHTEPHET

[nsa yctaHosku Mo Heo6xoammo BbINOMHUTL NOoYepeaHO KoOMaHAbl, Mbo 3anyCcTuTb CKpunT
pre_install.sh komaHgon bash ./pre_install.sh ¢ npaBamu cynepnone3soBartens
KomaHapbl Ansg ycTaHOBKM

YctaHoBKa nginx

sudo apt update

sudo apt install nginx

sudo systemctl enable nginx

sudo service nginx status

sudo systemctl is-enabled nginx

ufw allow 'Nginx Full'

ufw allow ssh

ufw enable

YcTtaHoBKa nodejs

wget -qO- https://raw.githubusercontent.com/nvm-sh/nvm/v0.40.1/install.sh | bash



export NVM_DIR="$([ -z "${XDG_CONFIG_HOME-}" ] && printf %s "${HOME}/.nvm" || printf
%s "${XDG_CONFIG_HOME}/nvm")"

[-s "$NVM_DIR/nvm.sh" ] && \. "$NVM_DIR/nvm.sh" # This loads nvm

nvm Is

nvm |s-remote

nvm install --Its

YcTtaHOBKa MeHexepa npoueccoB pm2

npm install pm2@latest -g

nocne yctaHoBku Heobxoanmo [obasuTb KoHurypauuio B .profile

nano /root/.profile

B koHeu, dhanna nobasnsiem

export NVM_DIR="$HOME/.nvm"

[-s "$NVM_DIR/nvm.sh" ] && \. "$NVM_DIR/nvm.sh" # This loads nvm

[ -s "$NVM_DIR/bash_completion" ] && \. "$NVM_DIR/bash_completion" # This loads nvm
bash_completion

Meperpyxaem dann

source /root/.profile

[nsa onepaTMBHOro nony4yeHns 06HOBNEHMIA €CTb BO3MOXHOCTb NOAKMIOYUTBECS K OCHOBHOMY
peno3nTopuIo Ans 3TOro HeobxoaAMMo creHepupoBaTh Ssh KoY

ssh-keygen -t ed25519 -C "saunch-server-${Ha3BaHne opraHvsaummn kmpunnuuen}"

tail /root/.ssh/id_ed25519.pub

komaHga tail BbiBegeT kN4 B TepMuHarn, ero Heobxogmmo nepeaatb pasapbotumkam ACLIO
CayHu

Ecnun no cepBepa npegoctaBneHo Ha HocuTene, To HeobxoanuMo nepeHecTy nanky /etc/nginx
1 nanky /var/www ¢ 3ameHoun gannos

YctaHoBka mongodb

curl -fsSL https://pgp.mongodb.com/server-6.0.asc | \sudo gpg -0
letc/apt/trusted.gpg.d//mongodb-server-6.0.gpg \--dearmor

echo "deb [ arch=amd64,arm64 ] https://repo.mongodb.org/apt/ubuntu
jammy/mongodb-org/6.0 multiverse" | sudo tee /etc/apt/sources.list.d/mongodb-org-6.0.list
sudo apt update

apt install mongodb-org

sudo systemctl enable --now mongod

service mongod status

leHepauuns ssl

openssl genrsa -out /tmp/mongoCA.key 4096

openssl req -x509 -new -days 10000 -key /tmp/mongoCA .key -subj
'/C=RU/ST=Moscow/L=Moscow/O=${Ha3BaHue opraHusauum
kupunnuuen}/OU=Personal/emailAddress=${email agpec}CN=${ip agpecc MalnHbI Ha
KOTOpPOW pacnosioraeTtcsi 6asa aaHHbIx} -out /tmp/mongoCA.crt

cat /tmp/mongoCA key /tmp/mongoCA.crt > /etc/ssl/mongoCA.pem

rm /tmp/mongoCA key /tmp/mongoCA.crt

openssl genrsa -out /tmp/server.key 4096



openssl req -new -key /tmp/server.key -subj '/C=RU/ST=Moscow/L=Moscow/O=${Ha3BaHue
opraHusauuu knpunnuuen}/OU=Personal/emailAddress=${email agpec}/CN=${ip
aapecc MalMHbI HA KOTOPOW pacnonoraeTcs 6a3a gaHHbIX} -out /tmp/server.csr
openssl x509 -req -in /tmp/server.csr -CA /etc/ssl/mongoCA.pem -CAcreateserial -out
/tmp/server.crt -days 10000

cat /tmp/server.key /tmp/server.crt > /etc/ssl/server.pem

rm /tmp/server.key /tmp/server.crt /tmp/server.csr

openssl genrsa -out /tmp/client.key 4096

openssl req -new -key /tmp/client.key -subj '/C=RU/ST=Moscow/L=Moscow/O=${Ha3BaHue
opraHusauuu knpunnuuen}/OU=Personal/emailAddress=${email agpec}/CN=${ip
agpecc MalWKuHbI Ha KOTOPOW pacnonoraeTcA 6a3a AaHHbIX} -out /tmp/client.csr
openssl x509 -req -in /tmp/client.csr -CA /etc/ssl/mongoCA.pem -CAcreateserial -out
/tmp/client.crt -days 10000

cat /tmp/client.key /tmp/client.crt > /etc/ssl/client.pem

rm /tmp/client.key /tmp/client.crt /tmp/client.csr

CospnaHue nonb3oBartens B b1

mongosh

use admin

db.createUser({ user: "saunch" , pwd: "33r8CM75KVTB5Uy38CdE2wJ1zNt", roles: ["read",

"readWrite", "dbAdmin", "userAdmin", "clusterAdmin", "readAnyDatabase",
"readWriteAnyDatabase", "userAdminAnyDatabase", "dbAdminAnyDatabase"]})

O6HoBneHve koHpurpyaumm mongoDB
nano /etc/mongod.conf
Heobxogmmo 3amMmeHunTb
net:
port: 27017
bindlp: 127.0.0.1,%{ip anpec mawuHbI}
tls:
mode: requireTLS
certificateKeyFile: /etc/ssl/server.pem
CAFile: /etc/ssl/mongoCA.pem
clusterFile: /etc/ssl/mongoCA.pem
allowlnvalidCertificates: true
allowlnvalidHostnames: true
security:
authorization: enabled
clusterAuthMode: x509
clusterlpSourceAllowlist:
-127.0.0.1
[anee 3akpbiBaeM hainn ¢ cCoxpaHeEHNEM
service mongod restart
service mongod status

Mpn HeobxoaMMOCTU OTKpbIBaeM AOCTYN K 6a3e ANs BHELUHUX NOAKMYEHUI
ufw allow from ${ip agpec c kotoporo 6yaeTt noakno4eHune} to any port 27017



Ecnu MO npepocTtaBneHo He Ha HocuTene HeoBXOAMMO cKayaTb akTyarbHYK BEPCUIO C
peno3nTopus
cd /var/iwww/

git clone git@git.dev-serv.ru:saunch/saunch_open_server.git saunch_open_server

git clone git@git.dev-serv.ru:saunch/saunch_internal_server.git saunch_internal_server
git clone git@git.dev-serv.ru:saunch/saunch_internal_front.git saunch_internal_front

git clone git@git.dev-serv.ru:saunch/saunch_encryption_server.git
saunch_encryption_server

git clone git@git.dev-serv.ru:saunch/saunch_logging_server.git saunch_logging_server

Aanee HeobxoaAMMO yCTaHOBUTbL 3aBUCUMOCTH
cd /var/www/saunch_open_server

npm i

cd /var/www/saunch_internal_server

npm i

cd /var/www/saunch_encryption_server

npm i

cd /var/www/saunch_logging_server

npm i

Ecnun koHGurypaumsi nginx He npegocTaeneHa Ha HocuTene Heobxoaumo 4o6aBuTb
cd /etc/nginx/sites-available/

nano service

[oGaensem B chann

include /etc/nginx/sites-available/*on;

3akpbiBaeM C COXpaHEHUeM

JlobaBnsiem CUMINHK

In -s /etc/nginx/sites-available/service /etc/nginx/sites-enabled/service

nano saunch_internal_front-on
[obGaensaem B chann

upstream tile {
server ${cepBep ochchnaitH kapT};
keepalive 8;

}

server {
listen 80;
server_name ${ip agpec MawwuHbI};

location ~ /.well-known {
root /var/iwww/html;
allow all;
}
location / {
try_files $uri $uri/ /index.html;



root /var/www/saunch_internal_front/dist;
index index.html;
}
location /tiles/ {
root /var/www/tiles/;
try_files $uri $uri/ @applicationMap;

expires 1h;

add_header Cache-Control "public";

add_header Access-Control-Allow-Origin *;
add_header Access-Control-Allow-Headers "*" always;
add_header Access-Control-Allow-Methods ™" always;
add_header Access-Control-Allow-Origin "*" always;

nxn

}
location @applicationMap {

resolver 8.8.4.4 8.8.8.8 valid=300s;
resolver_timeout 10s;
proxy_set_header Host "${cepBep ocpcpnaitH kapt}";
rewrite_log on;
rewrite Mtiles/(\d+)/(\d+)/(\d+.*)$ /tile/$1/$2/$3 break;
proxy pass ${cepBep odrchnaiH kapt};
}
}

service nginx reload
YcTaHaBnMBaem OONOMHUTENbHbIE NAaKeTbl AN paboTbl
apt install zip

[anee Heobxogmmo HacTpouTb Bl n3 gamna BbigaHHoro paspabotunkamm ACLIO CayHu
[nsa atoro HeobxoanMo ckonmpoBaTtb hann gamna no Nyt /home/mongodump/saunch/
N 3anyctutb kKoMaHay

mongorestore --ssl --sslAllowInvalidCertificates --sslAllowlnvalidHostnames --ssIPEMKeyFile

letc/ssl/server.pem --ssICAFile /etc/ssl/mongoCA.pem --authenticationDatabase admin -u
saunch -p 33r3CM75KVTB5Uy38CdE2wJ1zNt --drop --verbose --host="127.0.0.1"
--port=27017 -d saunch /home/mongodump/saunch/

3anyckaem BHYTPEHHUI cepBep ANa AOCTyna B afMWH YacTb
cd /var/www/saunch_internal_server
pm2 start eco.config.js

[anee HeobxoamMMo co3aaTh cepTudumKkaT 4OCTyna Ang 3anycka cepsepoB

[ns aToro Heo6xoamMmo nepenTn B Gpaysepe no cebinke http://${ip agpec mawnHbl Ha
KOTOPOK pacnornoraeTcs BHyTPEHHAS agMUH YacTb}/

Mocne Bxoga Heobxoammo neperitu B pasgen Kondurypaumm CayHu

BbIbpaTb KOHUrypaLmio u B OTKPbIBLLEMCSI OKHE

Cospgatb cepudukaT OTKPbITbIN cepBEpP

Cosgatb cepTudukaT BHYTPEHHU cepBep



Moanucatb cepTduKkaT OTKPLITOrO cepBepa 3aKkpbITbiM CEPBEPOM
[lanee MOXHO 3aKpbITb Web NpuUoXeHne n NnepenTn odbpaTHO B TEPMUHATT

[anee HeobxoQMMoO NepeHeCTN co3naHHble cepTudKarhbl

cp /var/www/saunch_internal_server/ssl/ssl_servers/openServer/server_cert.pem
/var/www/saunch_open_server/ssl/

cp /var/www/saunch_internal_server/ssl/ssl_servers/openServer/server_key.pem
Ivar/www/saunch_open_server/ssl/

cp
/var/www/saunch_internal_server/ssl/ssl_servers/openServerSigninternalServer/open_sign_i
nternal_cert.pem /var/www/saunch_open_server/ssl/

cp
/var/www/saunch_internal_server/ssl/ssl_servers/openServerSigninternalServer/open_sign_i
nternal_key.pem /var/www/saunch_open_server/ssl/

YcTaHOBKa cepBepa normpoBaHusi

Bce komaHgbl HAgo BbIMOMHWTL NOLWAroBo Asis ycraHBoka RabbitMqg wunu ero o6HoBneHuns
ycTaHoBKkM erlang nnn ero o6HoBneHus n gobasneHns Nonb3oBaTenen XoCToB U odepeaen
sudo apt-get update -y

sudo apt-get install curl gnupg -y

sudo apt-get install apt-transport-https

sudo apt-get install curl gnupg apt-transport-https -y

curl -1sLf
"https://keys.openpgp.org/vks/v1/by-fingerprint/0A9AF2115F4687BD29803A206B73A36EGO
26DFCA" | sudo gpg --dearmor | sudo tee /usr/share/keyrings/com.rabbitmqg.team.gpg >
/dev/null

curl -1sLf
https://github.com/rabbitmq/signing-keys/releases/download/3.0/cloudsmith.rabbitmqg-erlang.
E495BB49CC4BBES5SB .key | sudo gpg --dearmor | sudo tee
/usr/share/keyrings/rabbitmq.E495BB49CC4BBE5B.gpg > /dev/null

curl -1sLf
https://github.com/rabbitmq/signing-keys/releases/download/3.0/cloudsmith.rabbitmqg-server.
9F4587F226208342.key | sudo gpg --dearmor | sudo tee
/usr/share/keyrings/rabbitmq.9F4587F226208342.gpg > /dev/null

sudo tee /etc/apt/sources.list.d/rabbitmgq.list <<EOF

## Provides modern Erlang/OTP releases from a Cloudsmith mirror

#HiH#

deb [arch=amd64 signed-by=/usr/share/keyrings/rabbitmq.E495BB49CC4BBES5B.gpg]
https://ppa1.rabbitmg.com/rabbitmg/rabbitmg-erlang/deb/ubuntu jammy main

deb-src [sighed-by=/usr/share/keyrings/rabbitmq.E495BB49CC4BBESB.gpg]
https://ppa1.rabbitmg.com/rabbitmg/rabbitmg-erlang/deb/ubuntu jammy main

# another mirror for redundancy
deb [arch=amd64 signed-by=/usr/share/keyrings/rabbitmq.E495BB49CC4BBESB.gpg]
https://ppa2.rabbitmg.com/rabbitmg/rabbitmg-erlang/deb/ubuntu jammy main



deb-src [sighed-by=/usr/share/keyrings/rabbitmq.E495BB49CC4BBESB.gpg]
https://ppa2.rabbitmg.com/rabbitmg/rabbitmg-erlang/deb/ubuntu jammy main

## Provides RabbitMQ from a Cloudsmith mirror

#Hi#

deb [arch=amd64 signed-by=/usr/share/keyrings/rabbitmq.9F4587F226208342.gpg]
https://ppa1.rabbitmg.com/rabbitmg/rabbitmg-server/deb/ubuntu jammy main
deb-src [signed-by=/usr/share/keyrings/rabbitmq.9F4587F226208342.gpg]
https://ppa1.rabbitmg.com/rabbitmg/rabbitmg-server/deb/ubuntu jammy main

# another mirror for redundancy

deb [arch=amd64 signed-by=/usr/share/keyrings/rabbitmq.9F4587F226208342.gpg]
https://ppa2.rabbitmg.com/rabbitmg/rabbitmg-server/deb/ubuntu jammy main
deb-src [signed-by=/usr/share/keyrings/rabbitmq.9F4587F226208342.gpg]
https://ppa2.rabbitmg.com/rabbitmg/rabbitmg-server/deb/ubuntu jammy main

EOF

sudo apt-get update -y

sudo apt-get install -y erlang-base \
erlang-asn1 erlang-crypto erlang-eldap erlang-ftp erlang-inets \
erlang-mnesia erlang-os-mon erlang-parsetools erlang-public-key \
erlang-runtime-tools erlang-snmp erlang-ssl \
erlang-syntax-tools erlang-tftp erlang-tools erlang-xmerl

sudo apt-get install rabbitmqg-server -y --fix-missing

sudo systemctl stop rabbitmqg-server
sudo systemctl start rabbitmqg-server
sudo systemctl status rabbitmqg-server

ON181 BHELLHEro goctyna Heobxoaumo gobaeuTh ip agpec
ufw allow from ${ip agpec c koToporo 6yaet 3anpoc} to any port 15672

rabbitmqg-plugins list
rabbitmqctl list_vhosts
rabbitmqg-plugins enable rabbitmg_management

rabbitmqctl add_user saunch Vicn6F 1SXv3ivKq39L7GnH
rabbitmqctl set_user_tags saunch administrator
rabbitmqctl delete_user guest

rabbitmqctl list_users

rabbitmqctl add_vhost saunch-logs

rabbitmqctl add_vhost saunch-analytics

rabbitmqctl list_vhosts

rabbitmqctl delete_vhost /

rabbitmqctl list_vhosts



sudo rabbitmqctl set_permissions -p saunch-logs saunch ".*" ".*" " *"
sudo rabbitmqctl set_permissions -p saunch-analytics saunch ".*" " *" " *"
sudo rabbitmqctl list_permissions -p saunch-logs

sudo rabbitmqctl enable_feature flag all

Aanee 3anyckaem Bce cepBepa
cd /var/www/saunch_open_server

pm2 start eco.config.js

cd /var/www/saunch_internal_server
pm2 start eco.config.js

cd /var/www/saunch_encryption_server
pm2 start eco.config.js

cd /var/www/saunch_logging_server
pm2 start eco.config.js

ANSA COXpaHEHMsa HACTPOEK Npuv nepesarpyske BbINOTHUM 3TUM KOMaHAb!
pm2 save
pm2 startup

1.2 YctaHoBka 1O gnsa pabotbl cepBepa (3akpbITbI KOHTYP)

1.2.1 YctaHoBka 1O ¢ Hocutensa

Onsa yctaHoBku No Heobxoanmo BbINOMHWUTL NOOYEpPeaHO KOMaHAbl, MO0 3anyCTUTb CKPUNT
pre_install_local.sh komangon bash ./pre_install_local.sh ¢ npaBamu cynepnons3oBarens
KomaHapbl Ansg ycTaHOBKM

[na Havyana Heobxoanmo ckonmpoBaTk nanky support B nanky /home/support

sudo apt update

YcTaHoBKa nginx

sudo dpkg -i /home/support/nginx.deb

sudo systemctl enable nginx

sudo service nginx status

sudo systemctl is-enabled nginx

ufw allow 'Nginx Full'

ufw allow ssh

ufw enable

YctaHoBKa nodejs

sudo dpkg -i /home/support/nodejs.deb

YcTtaHOBKa MeHexepa npoueccoB pm2

sudo bash /home/support/pm2.sh

MepeHoc MO

Konupyem ¢ HocuTens, To HeobxoamMMo nepeHecTu nanky /etc/nginx n nanky /var/www ¢
3amMeHon hanrnos, Tak xe narky /etc/ssl

[anee BbINONMHUTL KOMaHAbI



In -s /etc/nginx/sites-available/service /etc/nginx/sites-enabled/service
service nginx reload

YctaHoBka mongodb

sudo dpkg -i /home/support/mongodb.deb
sudo systemctl enable --now mongod
service mongod status

[anee HeobxogmMmo nepeHecTn KoHdurypauuio mongod.conf /etc/mongod.conf
Komangon cp

[anee Heobxogmmo HacTpouTb B[l n3 gamna BbigaHHoro paspabotyunkamm ACLIO CayHu
[na atoro Heobxogumo ckonunpoBatb hann gamna no nytn /home/mongodump/saunch/

W 3anyctntb KomaHgy

mongorestore --ss| --sslAllowInvalidCertificates --sslAllowInvalidHostnames --ssIPEMKeyFile
letc/ssl/server.pem --ssICAFile /etc/ssl/mongoCA.pem --authenticationDatabase admin -u
saunch -p 33r3CM75KVTB5Uy38CdE2wJ1zNt --drop --verbose --host="127.0.0.1"
--port=27017 -d saunch /home/mongodump/saunch/

3anyckaem BHYTPEHHWUI cepBep A8 JOCTyna B aAMUH YacTb
cd /var/www/saunch_internal_server
pm2 start eco.config.js

[anee HeobGxoanmo co3aatb cepTudmKaT OCTyna Ans 3anycka cepBepoB

[ns aToro HeobxoamMmo nepenTn B Gpaysepe no ccbinke http://${ip agpec mawmnHbl Ha
KOTOPOW pacnonioraeTcs BHYTPEHHAS afMWH YacTb}/

Mocne Bxoga Heobxogmmo nepentu B pasgen Kondurypaumm CayHu

BbibpaTb KOHpUrypaLmio n B OTKPbIBLLEMCSI OKHE

Cosgatb cepudmkaT OTKPbITbIN CEpPBEP

Cosgatb cepTudukaT BHYTPEHHUI cepBep

MognucaTtb cepTdmKaT OTKPLITOrO cepBepa 3aKpbiTbiM CEPBEPOM

[lanee MOXHO 3aKpbITb Web NpunoXxeHne n nepenTn obpaTtHO B TEPMUHATT

[anee HeobxoQMMO NepeHeCcTn co3ngaHHble cepTudKarhbl

cp /var/lwww/saunch_internal_server/ssl/ssl_servers/openServer/server_cert.pem
/var/www/saunch_open_server/ssl/

cp /var/www/saunch_internal_server/ssl/ssl_servers/openServer/server_key.pem
/var/www/saunch_open_server/ssl/

cp
Ivarlwww/saunch_internal_server/ssl/ssl_servers/openServerSigninternalServer/open_sign_i
nternal_cert.pem /var/www/saunch_open_server/ssl/

cp
/var/www/saunch_internal_server/ssl/ssl_servers/openServerSigninternalServer/open_sign_i
nternal_key.pem /var/www/saunch_open_server/ssl/

YcTtaHOBKa cepBepa flormpoBaHus
sudo apt-get update -y



sudo dpkg -i /home/support/erlang.deb

sudo dpkg -i /home/support/rabbitmg-server.deb
sudo systemctl stop rabbitmqg-server

sudo systemctl start rabbitmqg-server

sudo systemctl status rabbitmq-server

OIS BHELLHEro gocTyna Heobxoaumo gobaeuTh ip agpec
ufw allow from ${ip agpec ¢ koToporo 6yaet 3anpoc} to any port 15672

rabbitmqg-plugins list
rabbitmqctl list_vhosts
rabbitmqg-plugins enable rabbitmg_management

rabbitmqctl add_user saunch Vicn6F1SXv3ivKq39L7GnH
rabbitmqctl set_user_tags saunch administrator

rabbitmqctl delete_user guest

rabbitmqctl list_users

rabbitmqctl add_vhost saunch-logs

rabbitmqctl add_vhost saunch-analytics

rabbitmqctl list_vhosts

rabbitmqctl delete_vhost /

rabbitmqctl list_vhosts

sudo rabbitmqctl set_permissions -p saunch-logs saunch ".*" ".*" " *"
sudo rabbitmqctl set_permissions -p saunch-analytics saunch ".*" ".*" ".*"
sudo rabbitmqctl list_permissions -p saunch-logs

sudo rabbitmqctl enable_feature_flag all

Aanee 3anyckaem Bce cepsepa
cd /var/www/saunch_open_server

pm2 start eco.config.js

cd /var/www/saunch_internal_server
pm2 start eco.config.js

cd /var/www/saunch_encryption_server
pm2 start eco.config.js

cd /var/www/saunch_logging_server
pm2 start eco.config.js

AN COXpaHeHUs HAcCTPOeK Npu nepesarpyske BbINOMHUM 3TUM KOMaHAb!
pm2 save
pm2 startup
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